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	THE BRIEF/INSTRUCTIONS 
Background
You are IT systems manager for a company that runs the housing service for the city council. The company manages the council housing services, which includes allocating long-term, short-term and emergency housing, maintaining and refurbishing buildings, managing rent payments and arrears, managing complaints and anti-social behaviour. You have an in-house IT team who manage the IT systems, some of which are bought in, and develop software when necessary. Up until recently many tenant services have been paper-based with queries managed by phone or face-to-face. However, there is an increasing drive at the city council to digitise services and cut costs. You have a database system and a proprietary customer management system that are used to manage the core business, and these are hosted on your own local area network and file-servers. 

Consider the following hypothetical situations. You understand you need to seek professional legal advice, but want to form your own opinion to help you understand the advice you receive from your legal advisor.
Situations
1. Preparing for more digital transactions
Your company has just created a new web and mobile development team to build a suite of applications to enable digital transactions. These will allow tenants to use mobile phones or computers to interact with the company for many purposes such as moving into a new house, paying rent, making complaints about neighbours. The first apps will go live in three months’ time. Because of problems with reliability you need to upgrade your network and either buy new servers or investigate the use of the cloud.  

A network engineer from the city council IT services has said he will help you purchase and install the new equipment as a contract in his own time, separate from his full-time job, although he can’t start now as he is busy. You have considered using a systems integration company and you are studying their standard contract. Your own head technician has recommended saving money by not having a feasibility study because she understands the current system and is aware of your future needs.

a. Discuss the legal issues that are relevant to the quality of the new network and servers and to protecting your company from problems arising from the installation. 
Consider contractual issues including quality, timeliness of delivery, meeting requirements and whether the choice of supplier affects the legal position. 
20 Marks

b. Discuss the legal issues relevant to protecting data on your systems. 
Identify issues about a) data privacy, b) security, c) handling personal data correctly, and d) the possibility of using cloud services.
20 Marks

2. Crime & the Court
During the decommissioning of one of the computers in the office one of your technicians has discovered image files that appear to be indecent images of children in the internet cache on a disk. It appears that these images have been constructed from images that are themselves legal. On the disk, there are also many photographs from fantasy films (e.g. Lord of the Rings). The machine was not password protected and has been shared by several members of staff.

a. Summarise the legal issues relevant to this situation. 
20 Marks

Because of her knowledge of cloud computing your head technician has been approached to be an expert witness in separate civil and criminal cases. She has asked you for advice to help her decide whether to take the role. 

b. Advise her on the role of the expert witness a) in preparation for court and b) in court and any potential liability that might arise from the expert's evidence. You do not have to provide advice about presentation issues or how to deal with questioning while in court. (Statutes are not relevant in this discussion, but you should cite relevant cases)
20 Marks
3. The invention
You have designed an application that finds the best housing rentals along with information about potential problems at the properties (noise, traffic-levels, flood-risk, planning applications etc.). You have worked with a data mining specialist to develop a prototype. The data mining specialist has now left the company and is working for a competitor. You will be seeking a loan from a bank or private investor to commercialise the software.

Discuss how the law can help protect your invention. Include in your discussion a) issues about long-term protection of software, b) discussions with a bank or private investor and c) issues relating to the data mining specialist who is now working at a competitor
20 Marks

Assessment Criteria for EACH SECTION
· Ability to identify relevant statutes, cases.
· Ability to relate the law to the given situation
· Identification of potential problems and how they can be handled
· Quality of summary: express key issues clearly but avoid excessive detail
· Appropriate use of relevant references in text and at the end of the answer


	

	PREPARATION FOR THE ASSESSMENT

Lectures and tutorials in Semester 1 

	

	RELEASE DATES AND HAND IN DEADLINE
Assessment Release date: [06/11/2020]                     Assessment Deadline Date and time: [17/12/2020 23:59]                                         

Please note that this is the latest time you can submit – not the time to submit!
Your feedback/feed forward and mark for this assessment will be provided on [22/01/2021 and feedback/feed forward can be accessed on Turnitin]




	
SUBMISSION DETAILS

· Overall word count: approximately 2000 words.
· Do not use long quotations or provide excessive detail. You should be able to summarise and explain ideas. Ensure that you cite appropriately in the text and list all your references at the end of the document. See the referencing guides on Blackboard.
· Submit the assignment as a Word document through the link on Blackboard. It will be submitted to Turnitin as part of a check for plagiarism.
· All work is marked anonymously. Please do not put your name on your document. 
· This is individual work. Cheating such as plagiarism (using ideas without acknowledgement), collusion (working with others on the assignment) or submitting work that has been submitted for another assignment, will be investigated and dealt with according to the University's regulations, which you can find on the University's website.


	

	HELP AND SUPPORT

· For support with using library resources, please contact SubjectLibrarians@uclan.ac.uk. You will find links to lots of useful resources in the My Library tab on Blackboard.
· If you have not yet made the university aware of any disability, specific learning difficulty, long-term health or mental health condition, please complete a Disclosure Form.  The Inclusive Support team will then contact to discuss reasonable adjustments and support relating to any disability.  For more information, visit the Inclusive Support site.
· To access mental health and wellbeing support, please complete our online referral form. Alternatively, you can email wellbeing@uclan.ac.uk, call 01772 893020 or visit our UCLan Wellbeing Service pages for more information.
· If you have any other query or require further support you can contact The <i>, The Student Information and Support Centre.  Speak with us for advice on accessing all the University services as well as the Library services. Whatever your query, our expert staff will be able to help and support you. For more information , how to contact us and our opening hours visit Student Information and Support Centre.
· If you have any valid mitigating circumstances that mean you cannot meet an assessment submission deadline and you wish to request an extension, you will need to apply online prior to the deadline  https://www.uclan.ac.uk/students/support/extensions.php

	

	

	Disclaimer: The information provided in this assessment brief is correct at time of publication. In the unlikely event that any changes are deemed necessary, they will be communicated clearly via e-mail and a new version of this assessment brief will be circulated.
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